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Abstract 

The guarantee of Quality of service in the real time scheduling could 

be depends on the schedulers. The Internet has become a commercial 

entity that needs to provide its customers with QoS. The QoS can be in 

the form of delivery delay, capacity and reliability. Conventional real 

time scheduler’s focus on size of the packet which are less effective in 

satisfying the security requirements and does not guaranteed the QoS 

for data traffics. Real time audio and video streams have been 

congesting the network. In the existing system, real time scheduling 

algorithm is developed which is based on time constraint. Adaptive 

security aware scheduling system is developed which can be achieved 

by implementing multi agent system model. The proposed system is by 

using hierarchical algorithm we optimized the path to flow of data 

without any losses in the packets at destination. Functionality of this 

scheduling algorithm gives security enhancement even in edges of 

networks. The scheduling unit uses Differentiated Earliest deadline 

First (DIFF-EDF) scheduler. The security enhancement scheme 

adopts a congestion control mechanism. The proposed scheme reduces 

number of pending packets at destination. The QoS guaranteed and 

congestion is controlled by this proposed system. 

Index terms: Multi agent system, Quality of Service, hierarchical 

scheduling, congestion control, network security. 

 

1. INTRODUCTION 

 

 The internet should provide the security for its customer 

and also it should provide the QoS. The QoS can be in the form 

of delivery delay, capacity, reliability or else any combination of 

metrics [1][2].The guarantee of QoS for real time network 

applications with can provided by using hierarchical  scheduling 

.Real time packet sources are required to provide security 

services to their applications and make them robust against 

different security threats. The security services could be 

confidentiality, Integrity, Authentication. 
Differentiated Earliest Deadline First(Diff-EDF) scheduler used 

for scheduling, while the security service scheme adopts the 

congestion control mechanism. It is a dynamic scheduling 

algorithm used in real time operating system to place process in 

priority queue. Whenever a scheduling event occurs (task finishes 

or new task released etc) the queue will be searched for the 

process closest to the deadline. That process is next to be 

scheduled for execution. This will minimize the lateness of the 

packets. 

In this paper, Adaptive security aware scheduling for packet 

switched networks using the real time multi agent system model. 

Such model is object oriented and it provides a mechanism to 

inherit the methodologies used to interactions between agents. 

The key features of proposed system are as follows. 

1) The proposed system combines the functionality of scheduling 

with the security service enhancement, where the system uses the 

differentiated-earliest-deadline-first (Diff-EDF) scheduler, while 

the security service enhancement scheme adopts a congestion 

control mechanism based on a resource estimation methodology.

  

2) The security service enhancement unit was designed based on 

two models: single layer and weighted multi-layer design models. 

For single-layer, the design provides an enhancement for a single 

security service: confidentiality, integrity, or authentication, 

while the weighted multi-layer design provides an enhancement 

for multiple security services with different weights on a real-

time network with multiprocessor end nodes. 

 

3) The proposed system provides the required QoS guarantees for 

different classes of real-time data flows (video, audio), while 

adaptively enhances the packet’s security service levels according 

to a feedback from the congestion control model, which 

efficiently utilizes the buffering system at the edge network, and 

thus protects the network from being congested by heavy traffic 

load. 

 

By using the Diff-EDF scheduler, the proposed system minimizes 

the flows miss rates and the flows average total delays compared 

to the earliest-deadline-first (EDF) and the first-come-first-served 

(FCFS) schedulers. From the other hand, our adaptive security 

enhancement scheme minimizes the buffer consumption, the 

average total packet delays, and the pending packets at the end 
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users compared to the IPSec protocol. This algorithm reduces the 

hacking in the edge router. 

 

The rest of this paper is organized as follow. In the section II 

related work is discussed. In Section III the multi agent system is 

elaborated, followed by a detailed module description of solution 

in Section IV. Finally, the last section concludes the paper. 

 

2. RELATED WORK 

 
 The guarantee of Quality of service can be achieved by 

proposing security-aware scheduling algorithm for a 

heterogeneous packet switched network [1].The security is also 

enhanced by doing this model. The methodology in this work is 

taken by following method. In order to model complex secure 

real-time network, a real-time multi agent system model needs to 

be used. The whole system is modeled by interactive entities that 

cooperate with a time constrained protocol. The proposed scheme 

is modeled using the object-oriented multi-agent methodology 

that provides security-aware scheduling for a real-time packet 

switched network. By applying a buffer estimation technique at 

the network's end nodes, the algorithm provides a real-time 

network congestion control hence satisfying the network 

performance metrics. The system combines the differentiated 

earliest-dead line first (Diff-EDF) scheduler with a confidentiality 

security service upgrading unit. 

Jaramillo, J. J. and Srikant [2] incorporate the QoS requirements 

of packets with deadlines in the optimization framework and 

present the optimization framework for resource allocation. The 

solution for static opmization problem and stability is proved by 

using lyapunov technique. Optimal scheduling and congestion 

control algorithm that fairly allocates the resources. Scheduled to 

simultaneously transmit without interfering with each other. 

Ensures the fraction of each packet are delivered in time. 

Convergence results of algorithm shows that the network is 

stable.  

Xiaomin Zhu and Peizhong Lu [4] guarantee the QoS and control 

the congestion in their work. QoS based self-adaptive scheduling 

algorithm is used. When a new task arrives, the maximal quality 

admission test is performed. The QBSA algorithm is able to 

adjust the priority of scheduling objectives according to the 

system load. When the system is in heavy load, the high 

guarantee ratio is the main goal. When the system is in light load, 

high QoS for accepted tasks is the major objective. 

Gupta, A. and Ghosh, D. [3] optimize the path in their work. 

Heuristic scheduling algorithm is used in this work. Heuristics 

which differ in the way they assign the slots to flows. It will 

discover the free path then the flows are scheduled according to 

the service class priority. Within each service class flows are 

scheduled by arrival time. The packets will be arrived with the 

closest deadline. 

Y. Peng and T. Finin et al propose an agent-based framework for 

intelligent enterprise integration. This work provides 

communication among the agents. The proposed multi-agent 

system, including its theoretical foundation, architecture and 

implementation are presented. Knowledge interchange formats 

methodology is used here. One obvious advantage of adopting a 

common message format is efficiency. Agent only needs to 

convert messages between its own internal representation and the 

common format. As autonomous entities specialized for some 

particular aspects of problem-solving in MAS. Different 

taxonomies may be conceptualized from different perspectives by 

individual agents. This model will give more Interaction between 

the agent and Security is more by using hash function. 

 

3. MULTI AGENT SYSTEM MODEL 

 

 The hierarchical scheduling scheme is effective. 

Differentiated-Earliest Deadline First scheduler algorithm serve 

services to closest deadline packets. Heavy traffic loads can be 

protected by congestion control in multi-agent system. The 

system combines the functionality of security enhancement. 

Weighted multi-layer design provides enhancement for multiple 

security services. Guarantees the QoS for data traffic. 

 

3.1 SOURCE AGENT 

 

 The source agent is the data packet generator. Suppose 

that it generates one of the two types of real-time data packets: 

audio or video. Each packet has a fixed size Ps = 1500 bytes, 

which is the maximum Ethernet frame payload. The source agent 

sends real-time traffic f with a rate of λf. A uniform distribution is 

used to model the relative deadline Df associated with real-time 

traffic f. A QoS requirement is specified for traffic f in terms of 

deadline miss ratio Φf . This agent interacts with the coordinator 

agent by sending requests to serve its real-time traffic with the 

QoS requirement. 
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Fig. 1.Diagram of the multi-agent system for the real-time 

network. Solid line: data transfer; Dashed line: interaction 

 

3.2 COORDINATOR AGENT 

 

 The coordinator agent is a software agent. It interacts 

with other agents to regulate their functionalities. The coordinator 

does not have a global view of the entire system. However 

because it locates at the edge router (the default gateway of the 

LAN), it has the capability of interacting with the source agent 

using a known IP address and with the destination agent using a 

known MAC address. The coordinator interacts with the 

scheduler, the queue, and the server to deliver the packets. It also 

monitors the system behavior and informs other agents to change 

their behaviors if necessary. 

 

3.3 DIFF-EDF SCHEDULER AGENT 
 

 The Diff-EDF scheduler agent enforces the timing 

constraints on the packets to provide the QoS requested by the 

source. The Diff-EDF is one of the real-time priority scheduling 

algorithms that are based on the EDF scheduling algorithm. The 

Diff-EDF scheduler provides smaller miss ratio and shorter 

average total packet delay at the edge router compared with other 

real-time schedulers such as EDF and FCFS [35]. Instead of 

using the relative deadline as the priority key, the Diff-DEF uses 

the effective deadline Def. The Diff-EDF scheduler applies a 

shadow function to the packet relative deadline by adding a 

parameter Cf and generates the effective deadline. It is 

constructed such that higher priorities are assigned to the video 

flows over the audio flows. Among the video flows, higher 

priorities are assigned to the streams with smaller deadline miss 

ratio Φf . 

 

3.4 SERVER AGENT 

 

 The server agent is responsible of serving the real-time 

data packets that are chosen by the scheduler. It determines 

whether to serve or drop a packet based on the packet’s remaining 

time till expiration. If the packet is not expired, the server sends it 

to the specific destination according to the MAC address with an 

exponentially distributed service time. An exponential 

distribution with mean 1/μf is used for the packet service time, 

where μf is the packet service rate given by μf= Bw/(8Ps) (1) 

where Bw is the average aggregate bandwidth needed for both 

types of real-time traffics (audio and video). The server records 

and keeps track of a QoS parameter, the miss ratio, and reports it 

to the coordinator. The coordinator then adjusts system 

parameters accordingly in order to meet the QoS requirement. 

 

3.5 BUFFER QUEUE AGENT 

 

 The buffer queue agent has two processes: the queueing 

(storing) process and the dequeuing (fetching) process. In the 

queueing process, the queue agent places the arriving packets in 

its buffer according to their effective deadlines. This process is in 

response to a request from the scheduler. In the dequeuing 

process, the queue agent fetches the packet that is closest to 

expire (with the smallest effective deadline) and sends it to the 

scheduler. The scheduler consequently passes the packet to the 

server. There is a link from the queue agent to the coordinator, 

through which the queue notifies the coordinator of its buffer 

usage. If the buffer usage exceeds a limit, the queue agent sends 

message to the coordinator. In response, the coordinator adjusts 

system parameters to avoid dropping the real-time packets. 

 

3.6 DESTINATION AGENT 
 

 The destination agent performs a FCFS scheduling 

algorithm on the received packets from the server. It sends two 

parameters to the coordinator. The first is its processing rate Pf of 

traffic flow f. It is sent to the coordinator at the initiation phase. 

The second is the size Bf of its available buffer for 

accommodating the packets of traffic flow f. The coordinator 

specifies a time period T . At the end of every time period, the 

destination agent sends Bf to the coordinator. It is used in the 

process that determines the packet’s security service level. 

 

4. MODULES 

 
4.1 SECURITY ASSOCIATION SYSTEM 
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 Measured with different size of initial available buffer at 

the destination and with different time interval of the 

feedback. 

 The Scheme eliminates the repeated security association 

phase performed. 

 More security level changes are performed with smaller 

time interval. 

 In addition, the possibility of overflowing small buffer at 

the destination is high. 

4.2 SECURITY SERVICE PERMITTED 

 The destination agent checks the cyclic redundancy 

check field of the IP packet 

 Adding repeated traffic creates additional overhead that 

may congest the network. 

 Upon receiving the real-time data packet, the destination 

agent checks the overloaded fields 

 It can process the packet and extract the original 

information 

4.3 SCHEDULING PRIORITY SYSTEM 

 scheduler agent enforces the timing constraints on the 

packets to provide the QoS requested by the source 

 scheduler provides smaller miss ratio and shorter 

average total packet 

 The coordinator interacts with the server and the 

destination requesting for the server’s counter 

information. 

 The coordinator finds the mean inter-arrival time 

4.4 QUEUE AGENT SYSTEM 

 The queue agent places the arriving packets in its buffer 

according to their effective deadlines 

 This process is in response to a request from the 

scheduler. 

 The scheduler consequently passes the packet to the 

server. 

 There is a link from the queue agent to the coordinator. 

 The coordinator adjusts system parameters to avoid 

dropping the real-time packets 

4.5 PERFORMANCE ANALYZE 

 It provides the required QoS while combining a variety 
of security threats in the network 

 Average total packet delay at queue agent. 

 Average security level changes for authentication 

security service. 

 The security requirements are enhanced before the 

packets reach the edge router  

 It  also optimized the path in the edge router 

 Provide secure transmission in edge router 

 

5. CONCLUSION 

 
 In this work, a level of cooperation is achieved between 

the hierarchical scheduling module and the security enhancement 

module of the packet switched network. The multi agent system 

model combines the Diff-EDF scheduler with security 

enhancement. The system will provide as Quality of service. It 

also provides us the security with different security threats. The 

proposed scheme is best effective for time and security-critical 

applications. This system does provide the security for edge 

router. Hence hacking will not occur at the edge router. The path 

of the data flow packet is optimized and hence the packets are 

delivered in secure manner to destination. Hence the Quality of 

Service is guaranteed and security is enhanced. Also packets are 

prevented from hacking. 
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